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Abstract- This research paper addresses on a secured wireless communications network (WCN) based on WiMAX
infrastructure for smart grid applications. The proposed infrastructure consists of WiMAX base stations (BSs) enhanced by
edge computing to assimilate the various types of smart grid applications (real time applications and non-real time
applications) like wide area monitoring and control (WAMC), video surveillance, tariffs, alarm, and demand side management
(DSM). The current work adopts a robust cybersecurity model for the suggested WCN and discusses the possible threats and
attacks on the security model. The results indicated that, the WCN based on decentralized processing and self-powered can
handle the adopted applications of smart grid successfully. Further, the results explained that the ciphering technique of
cybersecurity model does not break the requirements of real time applications’ system performance in terms of latency and

received data reliability.
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1. Introduction

In general, the communications network infrastructure of
the smart grid is a wide area network which suffers from
high-cost initialization, maintenance, and rigidity. WiMAX
technology is a wireless metropolitan area network (WMAN)
offering a package of features like long coverage area,
respected capacity, and flexibility. However, the employing
of wireless access networks faces some challenges related to
the power consumption of BSs in the cellular system and the
preferable sites to initialize the BSs of such systems [1].
Further, the issues of cybersecurity increase in the wireless
channel such as unauthorized access and malicious access
attempts [2] [3].

On the other side, the smart grid network involves in
huge number of different types of data sources and many
kinds of applications producing heavy data traffic. In this
sense, the communication network of smart grid should be
handled the obstacles in terms of power consumption, data
processing, and resilience.

In the literatures, the work in [4] investigated the
reliability and topology of the wireless communications
network of the smart grid in the case of dealing with AMI
applications. While the work in [5] studied the possibility of
exploiting the Internet in term of WCN for smart grid

applications where the mentioned work adopted testbed
based on one way communication to measure the latency of
some wireless technologies.

Other previous works adopted WiMAX technology to
design communications network infrastructure to serve the
applications of smart grid. However, the works in [6] and [7]
built an AMI Network infrastructure based on one WiMAX
BS for limited number of users in term of smart meters.
These works analysed the results of AMI applications in term
of delay based-type of service. In the same context, the
works in [8], [9] and [10] designed WiMAX network
infrastructure to support more clients compared to the
previous mentioned works in term of SMs and estimated the
coverage area of BS under the nominal wireless channel.
Whilst, the attitude of the work in [11] paid attention to
exploit WiMAX system to design a wide area network to
connect multi-Phasor Measurement Units (PMUs) to the
control center of the power grid to deal with WAMC
applications. The authors dedicated their infrastructure to
handle one type of applications. Other works such as [12]
[13] [14] and [15] presented the cloud computing to process
the data at the control center of the smart grid.

In term of cybersecurity, there are dearth of related
works that dealt with the security in the wireless networks
for smart grid applications. Hence, the most of related works
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in this field address the security issues in term of review
papers or handling the security in wired technologies.

However, the absence of addressing vital points in an
integrated work is concluded from the previous related works
such as the wireless communications network infrastructure
for wide area network should assimilate various smart grid
applications from resilience, data processing, real time
latency, and data reliability points of view. As well, the issue
of cybersecurity in the area of wireless technologies and the
vital infrastructure requires handling and taken into
consideration.

With the intention of address the previous subjects, the
current work presents the following contributions: This work
suggests WCN infrastructure of smart grid addressing self-
powered based on renewable energy to mitigate the burden
on the power grid, and it engages with distributed data
processing based on edge computing in a wireless fashion to
handle the distributed environment of smart grid, data
reliability, small latency, and assimilate the heavy data traffic
points of view. Furthermore, after introducing the possibly
threats and attacks for the WCN based on WIMAX, this
work adopts a cybersecurity model could compensate or
mitigate the possible threats and does not break the
requirements of real time applications of smart grid. It
depends on the mutual authentication and robust ciphering
technique.

The organization of this research is divided into three
sections. Section one explains the introduction and the
contributions while section two states the methodology and
materials of the suggested network. Section three presents
the conclusions.

2. Research Methodology

The current work is an extension to support the designed
WCN for the smart grid applications in [16] and [17] by a
cybersecurity model in order to prevent or mitigate the
possible cyberattacks, where the complete model and the
results of system performance are explained in the mentioned
works. However, the following subsection handles the
assumptions and the description of the adopted model of
smart grid.

2.1. The Model
Infrastructure

Description and The Suggested WCN

The adopted smart grid model consists of one microgrid,
16 electrical substations, advanced metering infrastructure
(AMI) and the control center. Hence, the model deals with
real time (RT) and non-real time (NRT) applications. In term
of RT applications, each electrical substation compromises
two industrial clients, wide area control and monitoring
(WACM) application that represents phase measuring unit
(PMU) [18] [19] and video surveillance [20]. Another real
time application is distributed energy resources (DER) where
the microgrid sends sampled values to the control center to
mirror the status of the microgrid [21] [22].

Table 1. RT applications data description

Data description
RT Data size
Applications Data size Freqy ency in one
rate in one
(byte) second second
(KB)
PMU 44 60 2.64
Video 1024 200 204.8
surveillance
Microgrid 256 480 122.8
status

With respect to NRT applications, smart meters (SMs)
of AMI deal with four applications types of non-real time
applications: metering, tariffs, alarm, and demand side
management (DSM) [23], Table 2 explains the data size of
NRT applications.

Henceforth, each 100 SMs are connected to one SM
concentrator to handle the data of AMI from/to SMs to/from
AMI servers. The whole data of the model are exchange
between the applications of nominal structures and the
control center via the designed WCN infrastructure of smart
grid. The WCN infrastructure (base stations) of smart grid
based on WiMAX system is self-powered and it depends on
renewable energy system, solar power, and storage system
instead of the conventional power grid, as shown in [16] and
[17]. In addition, the WCN is enhanced by edge computing
based on wireless fashion to support the control center
processing in terms of servers’ reliability, compensate heavy
data, and smaller latency compared to the case without edge
computing. It is worth to mention, the model of smart grid
WCN is built using OPNET Modeler.

This research addresses the proposed infrastructure for
smart grid applications in three different scenarios.

Scenario_1: WiMAX BSs cover the proposed wide area
network of the smart grid; all clients of smart grid connect
wirelessly to BSs. The utility of the smart grid owns the
servers based on WiMAX technology.

Scenario_2: This scenario is similar to the first scenario
but: (1) WIiMAX BSs are connected to the control center
using point to point protocol (PPP) digital signal level 3
(DS3) cable (2) the processing of collected data at the control
center is implemented using servers based-Ethernet under the
property of the utility of smart grid.

Scenario_3: This scenario is similar to the scenario one
with employing the edge computing using local servers
based-WiMAX, the servers are placed near to clients to take
the advantage of fast processing and addressing the
availability and the reliability. In this case, clients deal with
local severs of the edge computing locally and there are
connections between the local servers and the main servers at
the control center of smart grid in order to receive any update
or sending a copy of the data. However, the main
assumptions of WiMAX are shown in Table 3. Table 4 states
the suggested self-powered WCN infrastructure based on
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WIMAX [24] [25] [26] [27]. It is worth to mention that, the
details of self-powered WCN design are explained in [16].

vulnerabilities are indicated and described in the literature.

. o Self-powered WCN based on solar system
Table 2. AMI applications data description
Batteries No. of solar
Advanced metering | Data e Lo panels
NRT AV ing | ™ Frequency W) Defivered
Applicati infrastructure (AMI) | size No.of | electricity Capacity
pplications bvie rate (200 continuously 660w
Source | Destination | ©Yt€) A | e
AMR AMI SM 101 15 min BS sector
Server without 1064 | 2 18 3
cooling
SM AMI 89 system
Server BS sector
System | AMI SM 21 | Based M | 1743 16 5
alarm Server e\'lr;i'tza(tl‘:rls Server 150 1 64 1
SM AMI 115 assumed 15 BS sector and
Server min) S eoing | 1904 | 3 15 6
Tariffs AMI SM 445 15 min system
Server Three BS
sectors and
SM AMI 13 server with 3872 6 15 11
Server cooling
DSM AMI SM 53 Based system
Server indicator Most of them are relevant to authentication, key
events (it is management, and availability [28] [29].
SM AMI 67 assumed 15 g y[ ] [ ]
Server min) In the phase of authorization, the client could

Table 3. WiMAX assumptions of suggested WCN

Assumption Description
Bandwidth 20MHz
Modulation 16QAM
scheme
Coding rate of Yol Y2
DL/UL
No. of sector/BS 3

Duplexing mode Time Division Duplexing (TDD)

Symbol length 102.86 sec

Frame length 5msec

QoS RTPS (for RT applications) and

NRTPS (for AMI applications)

Table 4. WiMAX assumptions of suggested WCN

2.2. Threats Model of The Suggested WCN based on WiMAX

Although the WiIMAX system appears to be secured due
to the integration of security functionalities in the sublayer of
security partitioning in the MAC layer, several security

authenticate itself to the BS by sending its certificate.
However, the BS does not authenticate itself to the client. In
this case, an attacker could claim to be a legitimate BS in
order to implement a rogue BS attack. As a result, the
attracted client may be tried to attach itself to the rouge BS
(attacker). The attacker handles the identity of BS and he
waits until starting the time slot that allocated to the origin
BS. Additionally, the attacker may transmit the message with
high signal magnitude to force the targeted client to drop the
signal of the legitimate BS. At this level, the client starts the
authorization phase with the fake BS by sending two
messages of request the authorization (authorization
information message and authorization request message).
When the rouge BS receives these messages, it sends the
response (authorization response message) to the targeted
client. The message of the authorization response includes
AK that is encrypted by the client’s public key. The targeted
client receives the nominal message but he cannot verify the
authenticity of this message, therefore he derives the key and
HMAC of uplink and downlink from the received AK.
Consequently, the attacker gains control over the
communication of client and he could register himself at the
legitimate BS by the credentials of targeted clients (MITM
attack).

On the other hand, the phase of key management is also
vulnerable to the replay attack. Hence, the client in some
situations cannot recognize between a new data SA and
reused data SA because the key response message (PKM-
RSP) does not own sufficient information about the sender’s
authenticity. However, each client holds two keying
materials (old TEK and new TEK). When the client requests
the materials of keying for the first time, the attacker could
execute a replay attack. Another case, the attacker could
capture the messages of key request and key response, then
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he waits the second phase when privacy key management is
reset. In such case, the client will request new Kkeying
materials, henceforth the attacker could replay the copy of
key response message.

In the context of availability, the attacker could exploit
the authorization request message that does not include any
field explaining the validity (freshness) of the messages. As a
result, the system becomes vulnerable to the replay attack,
where the attack intercepts the nominal message and stores it.
Later, the attacker could send the message repeatedly to the
BS (DoS attack).

As explained previously, WiMAX system suffers from
some threats regarding the phase of connection initialization
and establishment. The works in [30] [31] [32] [33] [34] [35]
and [36] highlighted the main vulnerabilities of WiMAX
system that are related to unauthenticated management
messages, unencrypted management MAC messages, and
shared keys in multicast and broadcast, Table 5 illustrates the
vulnerabilities of the suggested WCN based on WiMAX
system, possible attacks, and the suggested solutions.

Table 5. Possible attacks on the suggested WCN

2.3. The Adopted Security Model

The suggested WCN serves different applications in
terms of RT and NRT applications. It is assumed that, each
application under the specific facility is protected as shown
in the electrical substation. However, this subsection
discusses how to secure the data flow of WCN based on
WiMAX system, see Figure 1

The suggested wireless network of smart grid
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management (an adversary listens to the traffic)
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Unencrypted Management MAC messages are never Eavesdropp
management encrypted (an adversary listens to the ing,
MAC traffic) MITM,
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RF jamming Introducing a powerful RF source DoS

intended to overwhelm system radio

spectrum

Client type:
Substations

4—'\ Safe connection flow (encrypted
< and authenticated)y

Fig. 1. The connections flow of the suggested WCN.

In the adopted model of security, the client represents
phasor measurements of the substation (wide area monitoring
applications), microgrid monitoring application (distributed
energy resources application), or smart meter concentrator
(advanced measurement infrastructure applications). Before
transferring secured data in the WiMAX network, each client
negotiates with the corresponded BS to acquire the security
parameters. Figure 2 shows the privacy key management
(PKM) protocol between each client and the corresponded
BS [37]. The adopted security model provides encrypted
messages to organize the process of network initialization
using public and private keys. Further, the security model of
the system offers mutual authentication based on the
certifications of clients and BS as well as random number
(Nonce) as a challenge with respect to the client and the BS.

In the phase of initialization, client firstly initiates the
authorization procedures by sending its manufacturing
certification to BS (client certification). In this phase, there is
no response from BS, but the corresponded BS compares
between the receiving certification from the client during this
phase and the received certification. of the client in the
following phase (authorization request) to ensure the
authentication of the sender [37] [38].

The following phase is the authentication key (AK)
authorization that includes three messages (request, reply,
and confirm). The authorization request message is sent from
the client to BS. This message consists of client certification,
the random number from the client; Nonce (Nc), the
cryptographic capability descriptions that supported by the
client, and SA identifiers (SAID). The previous message is
encrypted by the client signature (signed by the private key
of the client). The BS receives the request message and it
checks the certification of the client (with the received cert.
in the initialization phase). Then, the BS decrypts the
signature of the client to verify the validity of the message
(for authentication purposes). If the request message is valid,
BS activates a Pairwise Master Key (PMK) that derives an
AK and the public key of the SS by analyzing capabilities.
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Fig. 2 The security negotiations between a client and BS of
the suggested WCN.

It is worth to mention, to protect the BS from replay
attacks on the authorization request message, a list of
previously received nonces by the same client should be
listed in order to detect replayed messages. Further, it is
possible to add a timestamp in the request and replay
messages to prevent against replay attack instead of Nonce.
In such case, it has added a timestamp that is generated by
the client (Tsc) in the request message of authorization.
While in the BS side, it is added a copy of the client
timestamp in addition to generate a timestamp at BS (Tsb) in
the response message of the authorization. When the client
receives the response message of authorization, it checks a
threshold value based on the difference between the
timestamp of Tsc and Tsb to prevent the replay attack [28].
In fact, the Nonces exchanging only ensures client that the
message authentication replay is a reply corresponding to its
request. However, the BS still faces the reply attack because
BS cannot tell whether the message of authentication request
is recent message or an old message [39].

Then, the BS sends the response message authentication
including AK that is encrypted by the public key the client,
Nonce of the client, Nonce of BS (Nb), and BS’s certification
(BS Cert.) [40]. The message of authentication response is
encrypted by BS. At the last of this phase, the client sends a

confirmation message to the BS. The three-way handshake of
the security association transmission starts after addressing
the authorization phase. All messages of this phase are
encrypted by the ciphering message authentication code;
CMAC (a public key known by both client and BS) [41]. The
last phase of privacy key management is the TEK exchange
(the key that is used for encrypting the exchanged data
between the client and the BS). This phase consists of two
messages either TEK request with TEK reply, or TEK
request with TEK reject. The request message of TEK
contains SAID. If the SAID is no longer valid, a TEK-Reject
message is sent by BS to inform that the client hasn’t applied
for a TEK successfully. Else, the reply will be positive. The
encryption key is derived from AK.

2.4. System Performance Results and Discussions

Firstly, this part discusses the effect of the ciphering
algorithm on the most time-sensitive RT application (i.e,
PMU application) in the suggested model in order to explain
the effect of encryption algorithm on the latency requirement
of the RT applications. Hence, it is essential to explain that
the suggested ciphering algorithm should never break the
requirements of application in term of the latency.

In the adopted cybersecurity model of WCN based on
WIMAX infrastructure, the algorithm of encryption is
AES 128 as mentioned previously. Figure 3 explains the
effect of WCN encryption on the application of PMUs (16
clients) in the case of processing rate of each PMU client is
5000 packets/sec and the reserved traffic per connection in
WiMAX is 50kbps.

= Effect of Encryption

132 \
130

Mwwﬁw o e ]

Normal case

Ltency (msec)

0 5 10 15
Simulation time (Min)

Fig. 3 Effect of encryption on PMU application latency in
case of reserved traffic is 50kbps and processing rate is 5000
packet/sec.

The Figure declares two cases in term of latency where
the first case is “Normal case” that represents the latency in
the case of no encryption in WCN while the second case is
the latency of the PMU application with the case of AES-128
encryption. It is noted that, the effect of encryption is a slight
and the latency is about 130 msec in the two cases after the
fifth minute of the simulation time.

Figure 4 demonstrates the effect of encryption on the
system in the case of upgrading the processing rate of the
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field device (the processing rate per PMU client is 10000
packet/sec). Whilst, Figure 5 explains the effect of
encryption in the case of increasing the reserved traffic per
connection to 384kbps and the processing rate per PMU
client is 10000 packet/sec. It is obvious that, the effect of
encryption on the latency of the system is very little. Hence,
the latency of the system with the encryption in Figure 4 is
less than 25msec. Consequently, the encryption algorithm in
the WCN based on WiMAX does not break the requirement
of real time application latency.
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= Fffect of Encryption
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Aol oal a ol g o et g |
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Fig. 4 Effect of encryption on PMU application latency in
case of processing rate per client is 10000 packet/sec.

e Effect of Encryption

Normal case

[ ]
o~

Latency (msec)
M MMM
= N W s U
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Simulation time (Min)

Fig. 5 Effect of encryption on PMU application latency
in case of reserved traffic is 384 kbps and processing rate per
client is 20000 packet/sec.

Figure 6 shows the global latency in terms of Minimum,
Average, and Maximum values with respect to 16 video
surveillances clients for all adopted scenarios: scenario_1,
scenario_2 and scenario_3. The maximum latency of the first
scenario is about 642 msec because the BS sector cannot
handle the required capacity of video surveillance for 16
substations.

600

500
B Scenario_1
9400
E
g 300 scenario_3
z
3 200 Scenario_2
100
0
0 10 20

Simulation time (hours)

Fig. 6 Latency of 16 video surveillance clients with different
scenarios.

The results indicate that the employing of edge
computing (scenario_3) improves the latency of the system
significantly compared to scenario_1. Consequently,
scenario_3 handles a perfect magnitude of latency as well as
the features of flexibility and low-cost maintenance
compared to the pure wireless system and the scenario of
cabling backbone of the smart grid. In other words,
scenario_3 submits the advantages of scenario_1 and
scenario_2.  According to the requirements of video
surveillance application, the threshold of the video latency
should be less than 200 msec [6].

Table 6 presents all applications of the adopted smart
grid together in one view. This Table handles three different
cases to distribute the real time applications of smart grid on
the capacity of one BS (three sectors). Case one explains that
the capacity of one BS sector can compensate 6 clients of
video without impairments where all sent traffic is received
successfully with a small latency. However, the adopted
typical smart grid has 16 clients of video surveillance. Case
two shows that, adding any extra clients to Sector one or
Sector two of BS could raise the latency hugely and causing
packet loss. While case three demonstrates the suitable
adding of the rest of the video clients (4 clients of video
surveillance) should link to the Sector three because the
traffic of other applications (DER and PMUs) is relatively
small compared to video surveillance application. In
summary, case three is the efficient distribution to the clients
of RT applications to handle the optimum latency and traffic
of the wireless scenario in the adopted typical smart grid.

The adopted applications of non-real time are Alarm,
AMR, Tariffs, and DSM (AMI applications), these
applications deal with transmission control protocol (TCP)
protocol to provide the reliability. The vital metric of non-
real time applications is the received data reliability to prove
that all sent traffic is received successfully while the latency
does not consider the more significant metric for non-real
time applications. Table 7 explains the traffic in terms of sent
and received data of AMI applications in scenario_1 with
30000 SMs. All sent data is received correctly (i.e., the
reliability of received data is 100%). It is worth to mention
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that, the frequency rate of AMI applications is each 15
minutes.

Table 6. Real Time Applications Together

ONE BS (Load of the BS Traffic Max
2 sectors) (M byte/sec) Global
® . Latency
Sectorl | Sector2 Sector3 Sent | Received (msec)
16 PMUs
6 video | 6video | clientsand
1 clients clients one 2.627 2.627 195
Microgrid
16 PMUs
7 video | 6video | clients and
2 clients clients one 2.832 2.642 1279
Microgrid
16 PMUs
clients,
. . one
3 | Bvideo | Gvideo |\ uioonid | 3447 | 3447 | 1088
clients clients
and 4
video
clients

Table 7. NRT Traffic for AMI applications in the Case of
30000 SMs

Alarm: Traffic (Byte/sec) Scenario 1
Sent Received
6303 6303

AMR: Traffic (Byte/sec) Scenario_1
Sent Received
7809 7809
DSM: Traffic (Byte/sec) Scenario_1
Sent Received
5857 5857

Tariffs: Traffic (Byte/sec) Scenario 1
Sent Received
15283 15283

The results indicate that the AMI applications do not
represent as heavy applications from the size of the data
point of view, but the increment in the number of smart
meters may lead to forming a burden on the capacity of
WIMAX BS sector and the servers in the control center.

Figure 7 shows the effect of proposed infrastructure
scenarios on the packet network delay of Tariffs application
at 30000 SMs (maximum adopted number of SMs per BS) to
explain the performance of the designed infrastructure.
Case_2 (scenario_2) and case_3 (scenario_3) offer smaller
delay compared to case_1. It is worth to mention, each 10000
SMs are linked to one BS sector.

All scenarios present an acceptable delay with respect to
AMI application [42]. However, the maximum recorded
delay is less than 600 msec while the threshold of AMI
applications reaches up to 2 seconds.

case_1 case 3 case_2

Packet network delay (msec)

0 5 10 15 20 25
Simulation time (hour)

Fig. 7 Packet network delay for 30000 SMs in the case of
Tariffs application.

2.5. Security Analysis of The Suggested WCN

This  subsection highlights the mechanisms of
compensate the vulnerabilities of the suggested wireless
network based on WiMAX system by the corresponded
countermeasures. As shown earlier, the main vulnerabilities
of the WIMAX infrastructure are related to protecting the
initialization phases that suffer from absent the appropriate
encryption and authentication methods, while the phase of
data transfer in a WIMAX system owns robust
countermeasures in terms of encryption, authentication, and
data integrity. The current work focuses on enhancing the
security countermeasures in the initialization phase between
the client and the BS suggestion the mutual authentication
and asymmetric encryption. Table 8 demonstrates the
suitable countermeasures against the possible attacks.

Table 8. The Countermeasures Against the Possible Attacks

WiMAX vulnerabilities Suggested solutions

Unauthenticated
management messages

Mutual authentication and adding BS cert.
Using CMAC or Short HMAC to add
integrity. In addition, addressing symmetric
encryption outside the sharing group may
increase the security, or an asymmetric key
are exploited. The private key of the BS is
used to sign the management messages. The
client verifies the received messages by
public key

Unencrypted management
MAC messages

An agreed encryption mechanism among
the authenticated parties such as (Diffie-
Hellman key)

Interleaving attack

Using CMAC or Short HMAC with key

Authorization
vulnerabilities

Mutual authentication and Integrity check:
digest to ensure the message was not
modified (Using CMAC or Short HMAC)

RF jamming

Locate and remove the source of RF
interference or to move to another channel

in WIMAX System

Finally, Table 9 submits a comparison between this

work during the term of the wireless network of smart grid
and the previous works.
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Table 9. Comparison Among This Work and Previous
Related Works
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3. Conclusion

This research proposes secured self-powered wireless
communication infrastructure based on WiMAX system for
the smart grid applications.

The results indicate the employing of wireless edge
computing reduces the latency of video surveillance
application about 34 times with more than 99.99% data
reliability compared to the wireless scenario without
employing the edge computing. Whilst, DER data is a very
time sensitive application required hard conditions. The
adopted wireless scenario can address these requirements in
the case of dealing with one Microgrid at reserved data rates
equal to 0.5M bps where the latency is less than 19 msec and
the lost packet is null.

The suggested wireless network infrastructure can
handle the requirements of AMI applications for all
scenarios, because this type of applications is not sensitive to
the time. The increment of SMs in AMI infrastructure forms
a heavy burden on the servers of the control center.
Employing the edge computing improves the performance of
the WCN from packet network delay and the reliability.

During the term of cybersecurity, the WiMAX system is
built based on a robust security model compared to the
WLAN standards. But this model suffers from some issues in
the authentication phases. This research presents an
enhancement to the initial security model of WiMAX to
improve the security model of the suggested smart grid
WCN. Mutual authentication in the phase of the
authentication in addition to add Nonce and time stamp
contribute in enhancing the model of authentication to
protect the clients of the field in the smart grid. On the other
hand, the ciphering algorithm in WiMAX should never break
the requirements of real time applications in term of latency.
Therefore, the AES-128 algorithm can offer suitable
protection against adversary in the case of handling the
robust level of cybersecurity in the phases of authentication
and key exchanges.
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